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OuenuBaeT 6e30MacHOCTb paboyell CTAaHIMU Ha OCHOBE HaOOpa MpeIoNpee/IeHHbIX KPUTEPUEB, YIIOPSIOUESHHBIX 110
cepbe3HocTH. CKaHMPOBaTh XOCTHI, AMana3oHsl IP-anpecoB niu BbIOOp BpyuHYI0. BbIsIBUTE NOTEHIMANIBHBIE YSI3BUMOCTH,
NIpeCTABIISIOIINE PHCKH, U CO3AMTe OTYeT ISl KaXI0H U3 HUX. MacTep NpeJIOKHUT BaM BHIOPATh B KAUecTBe LeIH JIMOO0

JIOKaJIbHBIH XOCT, JIMOO BCIO CETh, KOTOPAast MOKET OCHOBBIBAThCS Ha Juana3oHax [P-alpecoB MM KOHKPETHBIX XOCTaX.
[IpenocraBnsieT perieHus st yCTpaHEeH!s! BBISIBJIEHHBIX POOJIEM 1 cO31aeT NOMHBIN oTyeT. OToOpakaeTcs AOMOTHUTEIbHAS
nHgopmanus, Takas kak [P-agpec, MAC-anpec, pabodasi rpymnma, K KOTOpOi MPUHAAIEKUT KOMIBIOTEP, CpeJHee BpeMs OTBETa
Ha IUHT, 3apErUCTPUPOBAaHHbIE TI0JIb30BATENN, AMUHUACTPATOP U OTKPHITBIE TOPTHI, CPeIU MPoYero. AHaIu3aTop MOJUTHUKI
6€30MaCHOCTHY [TIOMOXET BaM OLICHUTh COCTOSIHUE Oe301acHOCTH Kax 101 pabodelt ctaHumu. Bel MokeTe co3paTh OT4eT ¢
pe3yibTaTaMy ayuTa, KOTOpbIi MOKHO coxpaHuts B ¢opmare XML, DOC, CSV umm PDF. Ckanupyet cepBepsl B Ballleil ceTu
Ha OCHOBe Habopa NpeonpeIe/IeHHbIX KpUTeprueB. AHATM3UPYET Pe3yJIbTaThl, BHICTABIISET OLIEHKH U MpejlaraeT peleHust 1j1s
BBISIBJIEHHBIX IIpo0steM. ["apaHTupyeT, 4To Ha BCeX BallMX paOOvMX CTAHIMAX YCTAaHOBJEHA NOC/IEIHss BEPCHs ONepallMOHHOM
CHCTEMBI M yCTaHOBJIEHbI 0OHOBJIeHUs. 4MOSAn BeniomoraTenbHble cUCTEMBI yITpaBiaeHus ysa3BuMocTsamu: [Ipuioxenne
UCIIOJIB3YeT YIpaBJeHue ONepalroHHoi cuctemoit Windows [yist oOecrieueHns COBMECTIMOro nHtepderica 1Jisi CBS3M C XOCT-
CHCTEMaMH U BBIOJHEHHS CKAHUPOBAHUS YSI3BUMOCTEH, a Takxe HaOop MHTEPHET-CITy KO IS Iepe/iaud JaHHBIX, TAKUX KaK
npotokos SMB. YnpaBnienune onepanrionHo# crctemoit [Ipuioxkenne MoXeT aBTOMaTHUECKH YCTaHABIMBATb U BBITOHSATH
JeiCTBUS Ha KoMIbloTepax. HecMoTpst Ha To, 4TO BO BpeMsl yCTAHOBKH TpeOyeTcs MOAKIIoYeH e K IHTepHeTy, OH MOXeT
yCTaHaBJIMBaTh OOHOBJICHHS MM BBIIOJIHATD JPyTrye OlepaliH, Jaxke ecii KOMIbIOTEp OTKIIIoUYeH oT ceTd. [IpunoxeHne takxe
MOXET IPUHYAUTEIBHO Nepe3arpy3uTh CKAaHUPYEMbIH KOMITBIOTEP JI0 OIPE/IENIEHHOTO COCTOSIHUSI, OyIb TO HACTPOEHHBIN PeXUM
00CTyKMBaHUs1, OE30TIACHBIA PEXHM, OTKJIIOUEHHBIH PEXHMM MJIM OIHOTIOJIb30BATEICKUN PeKUM.ITO IO3BOJISIET BHITIOJIHUTD
YHCTBI aHAJIM3 XOCTa MOCJIE BHIMOJHEHNsI OJHOW MJIM HECKOJIBKHX 3aIUIaHUPOBAHHBIX onepanuii oocityxuBanus. 4MOSAn
Ha6op MHCTpyMEHTOB [yIs yIpaBIeHHs ysI3BUMOCTSIMU [1priiokeHre MOKeT yCTaHOBUTh Ce0s1 B COBMECTUMBIX CUCTEMaX C
MOMOIIIBIO NPEIBAPUTENILHO HACTPOEHHOTO MHCTPYMEHTapusi. IHCTpyMEHTapuil MOXHO 3arpy3uTh ¢ BeO-caiiTa npuioxenus. Ero
MO>KHO 3aITyCKaTh JIOKaJIbHO WM YQJIEHHO B JIOKaJIbHOM ceTu. llenesas ayautopus: CeTeBble alMUHUCTPATOPbl B KOPKOBBIX
3PUTENBHBIX PeakUUsAX MpeodnagaeT pa3pekeHHOe KOAUPOBaHUE B PeNpe3eHTaTUBHON nony sauuy. [IpoctpancTBeHHOE
pacripefie/ieHie peakLi Ha BU3YaIbHBIA CTUMYJI SIBJISIETCS MIEPBBIM U, BOZMOKHO, HanOoJIee BaXKHbIM aClIEKTOM KOJUPOBAHUS
BU3yaJIbHOW MH(opMarmu. HegaBHO maTTepHbl MPOCTPAHCTBEHHOTO OTBETa OJWMHOYHBIX HEHPOHOB MHTEPIIPETHPOBAIIHCH C
TOYKH 3pEeHHs Pa3MEPHOCTH HEHPOHHOTO NIPEACTABIICHHS], X ObLIO BHICKA3aHO MPEIIOIOKEHUE, YTO CYIIECTBYET
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STOT MHCTPYMEHT YIPABJICHHS YSI3BUMOCTSIMU MOXET OLEHUTh PUCKH, C KOTOPHIMH CTAJIKMBAIOTCS] pabovne CTAHIIK B BallleH
JIOKaJIbHOW CETH, BBISIBIISASI TIOTCHIMAJIbHBIE YSI3BUMOCTH, KOTOPbIE MOTYT OBITh MCHIOJIb30BaHBl. Onupasich Ha paciMpeHHbIA
areHT CKaHWPOBAHUS, OH MOXKET OLEHUTh PHCKH, C KOTOPHIMU CTATKUBAIOTCS paboyvre CTAaHILIMY B Balllei JIOKAIBHOH CeTH,
BBISIBJISIS TOTEHIMAIBHBIE YSI3BUMOCTH, KOTOPbIE MOTYT OBITh UCIIOJIb30BaHbl. CKaHMPOBATh OT/EbHBIE XOCTHI MITH 1IeJIble
JIOKQJIbHBIE CETH Ha HAJIMYME YSI3BUMOCTEH, IpecTaBiIsiomux yrposy. [IpunoxeHne onpeaensieT ysi3BUIMOCTU U PUCKU Ha
OCHOBE Habopa MpeIoNpe/Ie/ICHHbIX KPUTEPHUEB, YIOPSIOYEHHBIX 110 cepbe3HOCTH. Hanprmep, Hale)KHOCTb U CPOK JISHCTBUS
Naposist WK ys3BUMOCTH Oe3oracHocTd Windows CUMTAIOTCSl CPOUHBIME, B TO BPEMsI KaK JApYrve UCIpaBJIeHNsI ONlepalioOHHON
CHCTEMBI M IApaMETPhI PEeCTpa MOTYT ObITh KPUTUYECKMMU MJIM UMETh BBICOKHH, CPETHUI WIIM HU3KUIA pUcK. Bam Oyner
NpeJJIoKeHO BRIOpaTh 1ieslb, Oy/b TO JIOKAJIBHBIA XOCT, BCs JIOKAJIbHAsI CETh MJIM BRIOOP paboumx cTaHuuii BpyuHylo. Kpome Toro,
BBl MOKETE YKa3aTb ONpeeIeHHBIE XOCTHI U1l aHAJIN3a WM MOPYYUTh YIPABJICHHIO ySI3BUMOCTSIMU ITPOBEPUTDH BECh AUANA30H
nm criiucok [P-anpeco. CozfaBaiite oT4eThl 0 0€30MaCHOCTY M CpaBHUBalTE pe3ylibTarhl ayanta. 4AMOSAnN Yipasienue
ys3BUMOCTSAMU oToOpaxaet IP- u MAC-anpeca [uist Kax 101 uaeHTU(UIIMPOBAaHHON padouel cTaHiuu, a Takxke Bepcuio OC u
cpellHee BpeMsl OTBeTa Ha IMUHT. Takxke JOCTyNHA JOMONTHUTENbHAS HH(POPMAIUS O KaXIOM XOCTe, Takas Kak paboyas rpyrmma, K
KOTOPOW OH MPUHAJUIEKHUT, CIIUCOK OTKPBITHIX IOPTOB, 3apEriMCTPUPOBAHHBIX MMOJIb30BaTeel 1 o0umx pecypcoB SMB. IMocre
3aBepIICHNs] CKAHMPOBAHMS HA MTAHEIN NHCTPYMEHTOB OTOOpakaeTcsl MpeAronaraeMslii rpark, BKIIIOYAIOMINIA BCe IPOOIIEMBI,
TpeOylolue Bamero BHUMaHus1. Beio 3Ty nH(popManmo MoXKHO JIETKO BKJTIOUUTH B TIOJIHBIN WIIN CBOAHBINA OTYET, KOTOPHIA
MO3KHO coxpaHuTh B (popmate PDF mim HTML. B kauecTBe anbTepHaTUBH BB MOkeTe co3aaBaThb (aiiel XML, DOC u CSV.
OTJIMYHBIM BapHAHTOM SIBJISIETCS CPABHUTEIIBHBIA OTYET, KOTOPBIH MOKa3bIBAET YIIyUIIEHHs COCTOSIHUS YSI3BUMOCTH,
TIPEe/IOCTaBIISAs BaM MPOCTOMH CIIOCO0 Y3HATh, OKA3aJIH JIM JEWCTBUE NPHUHSTHIE BaMU Mepbl 6e3onacHocTu.IIpoBeaute ayaut
Balllel ceTr, YToObl HaliTh cnabbie MecTa B cucteme Oe3onacHocti 4MOSAnN YnipaBiieHue ysa3BUMOCTSMH MOXET OLCHUTh
6€30MacHOCTh KOMITBIOTEPOB B Balllel CETH HA OCHOBE HabOpa TIATEIbHO OTOOPAHHBIX KPUTEPUEB M MOJMTUK OE30MaCHOCTH.
JI71s1 KakJoi BBISIBJIEHHOM MPOOJIEMBI IPeJIaraioTcs NpeasIoKeH!s IO UCIPaBIeHHIO, TOMOTaloIIye TIOBBICUTh O€30IaCHOCTb
cetr. OH poBepsieT OT/ENbHbIE padoure CTAaHLMU WK Aana3oHbl IP-aapecos n otoOpakaer yoeauTeIbHble CTATUCTUYECKUE
JHarpamMMbl, KOTOPBIE TIO3BOJISIIOT BaM IIPOBEPHThH, B KAKOH CTETNIEHN KOMIbBIOTEPHI YA3BUMBI AJIs1 BHEIHUX aTak. [1oyHbI 1
MPOCTOM B MCIIOJIb30BAHNY MHCTPYMEHT JIJIs1 BCECTOPOHHETO yrpasieHus ys3sumoctsivu, 4MOSAn Vulnerability Management
MIPEJIOCTABIISIET PEIIeHNs KaK JUIsl IIPOCTHIX, TaK M IS CJIOKHBIX CLIEHapHeB, Ipejsiaras MoJHbIH OXBaT BCEX THIIOB
ysaseumocteil. DGA neMoHCTpupyeT 9BOJIOLMIO MOAXO00B K CKAHMPOBAHUIO C MOMEHTA ero nossiaeHusa B 1998 roxqy; SysTest u
Vulnerability Labs Enforcer npeiaraior pacmypeHHble (DyHKIIMOHAIbHBIE BO3MOKHOCTU. Y TIpaBJIeHUE YA3BUMOCTSMHU COCTOUT
U3 IByX KOMIIOHEHTOB: aHaJIM3a YsI3BUMOCTE! 1 aHayn3a puckoB. [1epBblii B OCHOBHOM TpejcTaBisieT codoi Habop fboded4ff2
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